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1
DYNAMIC RULE REORDERING FOR
MESSAGE CLASSIFICATION

BACKGROUND

Computers have become highly integrated in the work-
force, in the home, in mobile devices, and many other places.
Computers can process massive amounts of information
quickly and efficiently. Software applications designed to run
on computer systems allow users to perform a wide variety of
functions including business applications, schoolwork, enter-
tainment and more. Software applications are often designed
to perform specific tasks, such as word processor applications
for drafting documents, or email programs for sending,
receiving and organizing email.

In some cases, software applications may be designed to
identify and filter certain types of messages. For example,
anti-spam applications or services may be configured to ana-
lyze email messages and determine which messages are spam
messages. Those messages identified as spam may be filtered
out by the application so that they are not delivered to the end
user. The application that identifies spam messages may iden-
tify the spam messages by applying various rules to the mes-
sage. [fa certain number of the rules apply to the message, the
message is identified as spam and is discarded.

BRIEF SUMMARY

Embodiments described herein are directed to generating a
customized classification rule execution order and to identi-
fying optimal ordering rules for previously processed data. In
one embodiment, a computer system fingerprints a message
received via a computer network. The fingerprinting identi-
fies specific characteristics of the message. The computer
system compares the message’s fingerprint to various stored
message fingerprints generated from previously received
messages. The comparison determines that the fingerprint
does not match the stored fingerprints. The computer system
applies classification rules to the message according to a
predetermined rule execution order to determine a classifica-
tion for the message. The computer system then generates a
customized classification rule execution order to order those
classification rules that optimally identified the message’s
class at the top of the customized classification rule execution
order.

In another embodiment, a computer system fingerprints a
message received via a computer network. The computer
system compares the message’s fingerprint to various stored
message fingerprints generated from previously received
messages. The comparison determines that the fingerprint
matches one or more of the stored fingerprints. The computer
system accesses a previously generated customized classifi-
cation rule execution order corresponding to the matched
fingerprint and applies the accessed customized classification
rule execution order to the message to determine a classifica-
tion for the message.

This Summary is provided to introduce a selection of con-
cepts in a simplified form that are further described below in
the Detailed Description. This Summary is not intended to
identify key features or essential features of the claimed sub-
ject matter, nor is it intended to be used as an aid in determin-
ing the scope of the claimed subject matter.

Additional features and advantages will be set forth in the
description which follows, and in part will be obvious from
the description, or may be learned by the practice of the
teachings herein. Features and advantages of the invention
may be realized and obtained by means of the instruments and
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2

combinations particularly pointed out in the appended
claims. Features of the present invention will become more
fully apparent from the following description and appended
claims, or may be learned by the practice of the invention as
set forth hereinafter.

BRIEF DESCRIPTION OF THE DRAWINGS

To further clarify the above and other advantages and fea-
tures of embodiments of the present invention, a more par-
ticular description of embodiments of the present invention
will be rendered by reference to the appended drawings. It is
appreciated that these drawings depict only typical embodi-
ments of the invention and are therefore not to be considered
limiting of its scope. The invention will be described and
explained with additional specificity and detail through the
use of the accompanying drawings in which:

FIG. 1illustrates a computer architecture in which embodi-
ments of the present invention may operate including gener-
ating a customized classification rule execution order and
identifying optimal ordering rules for previously processed
data.

FIG. 2 illustrates a flowchart of an example method for
generating a customized classification rule execution order.

FIG. 3 illustrates a flowchart of an example method for
identifying optimal ordering rules for previously processed
data.

FIGS. 4A and 4B illustrate an embodiment where rule
execution orders are changed.

DETAILED DESCRIPTION

Embodiments described herein are directed to generating a
customized classification rule execution order and to identi-
fying optimal ordering rules for previously processed data. In
one embodiment, a computer system fingerprints a message
received via a computer network. The fingerprinting identi-
fies specific characteristics of the message. The computer
system compares the message’s fingerprint to various stored
message fingerprints generated from previously received
messages. The comparison determines that the fingerprint
does not match the stored fingerprints. The computer system
applies classification rules to the message according to a
predetermined rule execution order to determine a classifica-
tion for the message. The computer system then generates a
customized classification rule execution order to order those
classification rules that optimally identified the message’s
class at the top of the customized classification rule execution
order.

In another embodiment, a computer system fingerprints a
message received via a computer network. The computer
system compares the message’s fingerprint to various stored
message fingerprints generated from previously received
messages. The comparison determines that the fingerprint
matches one or more of the stored fingerprints. The computer
system accesses a previously generated customized classifi-
cation rule execution order corresponding to the closest
matched fingerprint and applies the accessed customized
classification rule execution order to the message to deter-
mine a classification for the message.

The following discussion now refers to a number of meth-
ods and method acts that may be performed. It should be
noted, that although the method acts may be discussed in a
certain order or illustrated in a flow chart as occurring in a
particular order, no particular ordering is necessarily required
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unless specifically stated, or required because an act is depen-
dent on another act being completed prior to the act being
performed.

Embodiments of the present invention may comprise or
utilize a special purpose or general-purpose computer includ-
ing computer hardware, such as, for example, one or more
processors and system memory, as discussed in greater detail
below. Embodiments within the scope of the present inven-
tion also include physical and other computer-readable media
for carrying or storing computer-executable instructions and/
or data structures. Such computer-readable media can be any
available media that can be accessed by a general purpose or
special purpose computer system. Computer-readable media
that store computer-executable instructions in the form of
data are computer storage media. Computer-readable media
that carry computer-executable instructions are transmission
media. Thus, by way of example, and not limitation, embodi-
ments of the invention can comprise at least two distinctly
different kinds of computer-readable media: computer stor-
age media and transmission media.

Computer storage media includes RAM, ROM, EEPROM,
CD-ROM,; solid state drives (SSDs) that are based on RAM,
Flash memory, phase-change memory (PCM), or other types
of memory, or other optical disk storage, magnetic disk stor-
age or other magnetic storage devices, or any other medium
which can be used to store desired program code means in the
form of computer-executable instructions, data or data struc-
tures and which can be accessed by a general purpose or
special purpose computer.

A “network” is defined as one or more data links and/or
data switches that enable the transport of electronic data
between computer systems and/or modules and/or other elec-
tronic devices. When information is transferred or provided
over a network (either hardwired, wireless, or a combination
of hardwired or wireless) to a computer, the computer prop-
erly views the connection as a transmission medium. Trans-
missions media can include a network which can be used to
carry data or desired program code means in the form of
computer-executable instructions or in the form of data struc-
tures and which can be accessed by a general purpose or
special purpose computer. Combinations of the above should
also be included within the scope of computer-readable
media.

Further, upon reaching various computer system compo-
nents, program code means in the form of computer-execut-
able instructions or data structures can be transferred auto-
matically from transmission media to computer storage
media (or vice versa). For example, computer-executable
instructions or data structures received over a network or data
link can be buffered in RAM within a network interface
module (e.g., a network interface card or “NIC”), and then
eventually transferred to computer system RAM and/or to
less volatile computer storage media at a computer system.
Thus, it should be understood that computer storage media
can be included in computer system components that also (or
even primarily) utilize transmission media.

Computer-executable (or computer-interpretable) instruc-
tions comprise, for example, instructions which cause a gen-
eral purpose computer, special purpose computer, or special
purpose processing device to perform a certain function or
group of functions. The computer executable instructions
may be, for example, binaries, intermediate format instruc-
tions such as assembly language, or even source code.
Although the subject matter has been described in language
specific to structural features and/or methodological acts, it is
to be understood that the subject matter defined in the
appended claims is not necessarily limited to the described
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features or acts described above. Rather, the described fea-
tures and acts are disclosed as example forms of implement-
ing the claims.

Those skilled in the art will appreciate that the invention
may be practiced in network computing environments with
many types of computer system configurations, including
personal computers, desktop computers, laptop computers,
message processors, hand-held devices, multi-processor sys-
tems, microprocessor-based or programmable consumer
electronics, network PCs, minicomputers, mainframe com-
puters, mobile telephones, PDAs, pagers, routers, switches,
and the like. The invention may also be practiced in distrib-
uted system environments where local and remote computer
systems that are linked (either by hardwired data links, wire-
less data links, or by a combination of hardwired and wireless
data links) through a network, each perform tasks (e.g. cloud
computing, cloud services and the like). In a distributed sys-
tem environment, program modules may be located in both
local and remote memory storage devices.

Systems that are used to detect characteristics of a message
may do so by running a message through a series of classifi-
cation rules, or simply “rules” herein. Each rule is used to
detect some pattern within the message. If the pattern is
detected, the overall confidence of the characteristic is
updated by the value specified by that rule. This rule is con-
sidered as ‘hit” or ‘matched’ by the system (e.g. computer
system 110 of FIG. 1). Once the confidence for the charac-
teristic reaches a certain predetermined value, the execution
of the remaining rules may be skipped in order to reduce
execution time.

In some embodiments, computer system 110 may be a
spam detection system. It may use a series of rules which look
for a pattern within the message. Ifthat pattern is detected (i.e.
the rule matched), the total spam score may be updated by the
value specified by the rule that matched. Once the spam score
hits a particular predefined threshold, the message is classi-
fied as spam and the processing of the rest of rules is skipped.

In some cases, the classification rules may be sequentially
executed on the message being processed. In some instances,
only a subset of the rules will match the message. Those rules
that do not match the message are not executed, as they have
a processing cost and do not increase the final confidence
value. The rules that do match may be reordered for that
message or type of message. In this manner, the rules execu-
tion order may be changed for and may be specific to each
message. For each message there is an optimal rule order
where the rules that match and contribute to the overall con-
fidence are executed first. In such scenarios, the rules that do
not match will not be executed. Once the confidence thresh-
old is reached, further rules do not need to be executed, and
rule execution is halted.

In some embodiments, fingerprinting (e.g. module 120)
may be used to detect messages that are similar and then apply
a computed optimal rule order (e.g. 136) to similar messages
that are processed in the future. Thus, fingerprinting is used to
detect common “classes” of messages, and then apply a rules
ordering optimal for that particular class of messages. In
cases where fingerprinting is implemented, the message
“classes” do not need to be pre-defined or determined out of
band. Rather, these “classes” are “clusters” of similar mes-
sages as detected by fingerprinting, dynamically identified
and adjusted while the system is operating, substantially (or
entirely) without user intervention.

Computer system 110 may be configured to process and
fingerprint incoming messages. For instance, message 106
may be sent to message receiving module 115 from user 105
or computer system 107. Each received message 116 is fin-
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gerprinted by message fingerprinting module 120. The fin-
gerprint identifies certain characteristics of the message and
may be used to classify the message as being a certain type of
message (e.g. spam). The fingerprint 121 may further be used
to detect previously processed messages that were similar.
Here, it should be noted that fingerprinting does not require an
exact match and may detect messages that are similar or
substantially similar.

Fingerprint comparing module 125 may compare the mes-
sage fingerprint 121 to other previously generated and stored
fingerprints 141. The previously generated fingerprints are
fingerprints that were generated from other previously
received messages. The stored fingerprints may be stored in
database 140. If the fingerprint for the newly received mes-
sage does not match any previously processed messages, the
message is processed by the predetermined classification
rules in the system whose order is static and is determined at
configuration time of the system. Based on which rules
match, a new more optimal rule execution order is computed
for the message by rule order generating module 135. The
computed rule order 136 is associated with that message
fingerprint 121 and saved in the system for future messages
(e.g. stored rule execution orders 142).

If the message fingerprint 121 does match a previously
processed message (i.e. one of the stored fingerprints 141),
the message is processed by the rules in the optimal order
computed for the corresponding previously generated finger-
print. The outcome of the processing may be used to refine the
rule ordering. In some cases, an optimal rules ordering may be
stored only for fingerprints that sufficiently frequently match
messages. In these cases, fingerprints that are not used very
often can be removed, while fingerprints that are used with
regularity will be kept. The determination as to which finger-
prints are used sufficiently frequently may be based on the
total number of matches or the number of matches in a speci-
fied time period (e.g. less than 3 matches in 5 minutes). The
total number of message fingerprints and associated optimal
rules ordering may be varied according to storage cost and
other considerations.

As explained above, fingerprints may be used to detect
similar messages. Computing whether two pieces of data are
similar may include two aspects: 1) The similarity process
itself may be applied to only a subset of the actual data based
on the current needs of the consuming system. For example,
in embodiments where computer system 110 is a spam detec-
tion system, the similarity may be computed only for the
email body if the rules run on the body, or the subject if the
rules apply to the subject. 2) Checking if two messages are
similar may involve a threshold which is to be reached for the
two messages to be considered similar. When two pieces are
compared, they may have a similarity value can ranging from
0% (i.e. messages whose text is completely different) to
100% (i.e. the text of the messages is identical). A threshold
of, for example, 70% may be used as a threshold to mark two
messages or pieces of text as “similar’.

To perform the fingerprinting, module 120 may implement
the b-bit Minwise hashing algorithm (as it is generally known
in the art) to generate a fuzzy fingerprint for a given message
or piece of text. The similarity of two pieces of text is com-
puted using the similarity of their fingerprints. At least in
some cases, comparing fingerprints is significantly faster than
comparing the text itself. A message’s fingerprint (e.g. 121)
may be compared to multiple different stored fingerprints 141
that are stored in database 140. Indexing may be used to
quickly compare newly generated fingerprints to the stored
fingerprints.
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The rule order generating module 135 may be configured
to compute optimal rule order for each fingerprint, or for each
class of messages. That computed rule execution order may
then be used to process similar messages received in the
future. Fingerprinting is used to detect if two messages are
similar. If the compared messages are similar, the computed
optimal rule order of the first message processed by the sys-
tem may be used when processing the second message. The
similarity of the two messages is used to compute the approxi-
mate optimal rule order for the second message from the
computed rule order of the first message.

In such a system, the first message is processed using a
static, preconfigured rule order to get the characteristic out-
come (e.g. whether it is spam or not). The rule match outcome
may also be used to compute the optimal rule order for the
message. This rule ordering may not be important for that
specific message processing as the characteristic outcome for
the message was already determined by the system; however,
it can be used when processing similar messages in the future.

In one example, a spam detection system is used that has
100 rules [R1...R100] that execute sequentially. Message M
is processed by the system and it matches 5 rules {R35, R40,
R50, R70,R86}. The rule processing is stopped at rule R86 as
the confidence threshold is reached with that rule. An optimal
rule order is determined for this message (OM=[R35, R40,
R50,R70,R86 ... remaining rules in any order]). If message
M were processed in this system with the rules ordered as
specified by OM, the confidence threshold would be reached
after executing only 5 rules instead of the 86 that were done in
the original system. The optimal rule execution order for
message M was computed after the message M was executed
making the computed rule order useless for the processing of
message M. However, if a subsequently received message N
is processed by the system and is similar to message M with
a substantially high similarity score (e.g. 70%), the computed
rule order OM can be applied to message N as an approximate
(and appropriate) rule order for message N.

In some embodiments, variations of the above may be
implemented. For example, in one variation, a system may be
used the implements rules that add a positive and a negative
score for each rule. The rule order generating module may
generate a customized rule execution order for a subset of the
rules (e.g. only the positive rules, or only the negative rules. In
such systems, the negative rules may be executed before the
positive rules for reliability of the system. Thus, the negative
rules may be executed first in a static order, and then the
positive rules are executed in the optimal order.

In another variation, when a newly received message fin-
gerprint matches a previously generated message fingerprint,
and the customized rule order corresponding to the previously
generated fingerprint is used for processing the newly
received message, the optimal rule ordering for the previously
generated fingerprint may be updated based on the results of
the current message processing. Thus, if certain rules match
in the processing of the new message that were different from
the rules that matched the older message, the processing order
for these types of messages may be updated according to the
rules that matched the new message.

Another variation is similar to the above, but instead of
updating the rule order of the previous message, the new
message and its computed rule order are saved in database
140. When a third, subsequent message is received that
matches both of the prior two messages, a rule order is used
that is either 1) a combination of the rule order of the first two
messages or 2) the rule order of the message that is most
similar to the third message. In yet another variation, contain-
ment may be used instead of similarity when matching mes-
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sages to get the optimal rule ordering. If the original message
is completely contained within the new message, the com-
puted rule ordering from the original message is applied to the
new message. Here, no rule order is computed for the subse-
quently received message. These and other concepts will be
explained further below with regard to methods 200 and 300
of FIGS. 2 and 3, respectively.

In view of the systems and architectures described above,
methodologies that may be implemented in accordance with
the disclosed subject matter will be better appreciated with
reference to the flow charts of FIGS. 2 and 3. For purposes of
simplicity of explanation, the methodologies are shown and
described as a series of blocks. However, it should be under-
stood and appreciated that the claimed subject matter is not
limited by the order of the blocks, as some blocks may occur
in different orders and/or concurrently with other blocks from
what is depicted and described herein. Moreover, not all
illustrated blocks may be required to implement the method-
ologies described hereinafter.

FIG. 2 illustrates a flowchart of a method 200 for generat-
ing a customized classification rule execution order. The
method 200 will now be described with frequent reference to
the components and data of environment 100 of FIG. 1, as
well as FIGS. 4A and 4B.

Method 200 includes an act of fingerprinting a message
received via a computer network, wherein the fingerprinting
identifies one or more specific characteristics of the message
(act 210). For example, message fingerprinting module 120
may fingerprint received message 116 (received by module
115). The fingerprint 121 may identify different characteris-
tics about the message. Messages that are similar or substan-
tially similar may be given the same or very similar finger-
prints. Accordingly, a fingerprint assigned to one message
may be used to identify messages that are similar to the initial
message.

Method 200 also includes an act of comparing the mes-
sage’s fingerprint to one or more stored message fingerprints
generated from previously received messages, wherein the
comparison determines that the fingerprint does not match the
stored fingerprints (act 220). For example, fingerprint com-
paring module 125 may compare message 116’s fingerprint
121 to various other stored fingerprints 141 that were gener-
ated from other, previously received messages. The compari-
son may determine that the message’s fingerprint matches or
does not match any of the stored fingerprints. In this case, the
comparison module determines that the message’s finger-
print does not match any of the stored fingerprints.

Next, method 200 includes an act of applying one or more
classification rules to the message according to a predeter-
mined rule execution order to determine a classification for
the message (act 230). For example, message classitying
module 130 may apply various classification rules according
to a predetermined (possibly static) execution order to deter-
mine a classification 131 for the received message 116. The
predetermined rule execution order is generic in the sense that
it is independent of the fingerprint or characteristics of the
message. As shown in FIG. 4A, rules 405A, 405B, 405C and
405D may each be executed in sequential order. This may
represent the predetermined, static execution order 401A. A
new, customized classification rule execution order (136/
401B) may be generated and used when executing messages
similar to or the same as the received message.

The custom classification rule execution order 401B may
order those classification rules that optimally identified the
message’s class (rules 405C, 405A and 405D) at the top of the
customized classification rule execution order (act 240).
Thus, the rules may be re-ordered according to which rules
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8

optimally identified the message’s class (e.g. personal mes-
sage, high priority message, spam message, etc.). The “opti-
mal” identification may refer to optimally identifying a mes-
sage’s class in terms of execution cost (i.e. using the lowest
possible execution cost) or in terms of accuracy (i.e. resulting
in the highest possible accuracy). It should be understood that
substantially any number of rules may be used, re-ordered or
removed, and that the re-ordering may occur dynamically at
any time.

As mentioned above, systems may be used where the clas-
sification rules include positive score rules and negative score
rules. In some cases, the customized classification rule execu-
tion order may be determined solely for the positive score
rules (or solely for a different subset of rules such as the
negative score rules). When using these systems, the negative
score rules may be executed before the positive score rules.
Thus, if the negative score rules match the message (i.e.
identify that the message is not a match to the previously
stored message fingerprints), then the positive score rules are
not executed (as it is already apparent that the message does
not match). Avoiding execution of the positive score rules
may reduce processing loads.

The customized classification rule execution order 136
may be further refined by storing only those fingerprints that
match messages on a sufficiently frequent basis. Thus, if a
given fingerprint continues to match other received messages
on a frequent basis (e.g. a threshold level), it will be kept in
database 140. If it does not match at the threshold level, it will
be removed. Once a customized classification rule execution
order has been generated for a given message/fingerprint, that
rule execution order is associated with that message/finger-
print.

In some cases, a message may be received after the initially
received message 116 has been processed. The subsequent
message may be fingerprinted by module 120. Fingerprint
comparing module 125 may determine that the fingerprint of
the subsequently received message matches the fingerprint
generated for the original message 116. Message classifying
module 130 may use the generated customized classification
rule execution order generated for the first message to process
the subsequently received message. The generated custom-
ized classification rule execution order may be further refined
based on the execution of the subsequently received message.

In another embodiment, multiple messages may be
received after the initial message 116. A first subsequent
message may be received and saved. A corresponding cus-
tomized classification rule execution order may be deter-
mined for the first subsequent message. Then, a second sub-
sequent message may be received. The computer system 110
may then determine that the second subsequent message
matches both the originally received message and the first
subsequent message. In one case, a combination of the cus-
tomized classification rule execution order of the original
message and the customized classification rule execution
order of the first subsequent message may be applied. In
another case, either the customized classification rule execu-
tion order of the original message or the customized classifi-
cation rule execution order of the first subsequent message
may be applied, according to which is the most similar to the
second subsequent message’s customized classification rule
execution order. In yet another case, a subsequent message
may be received. The computer system may determine that
the original message is included in the subsequent message,
and may apply the customized classification rule execution
order of the original message.

FIG. 3 illustrates a flowchart of a method 300 for identify-
ing optimal ordering rules for previously processed data. The
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method 300 will now be described with frequent reference to
the components and data of environment 100.

Method 300 includes an act of fingerprinting a message
received via a computer network, wherein the fingerprinting
identifies one or more specific characteristics of the message
(act 310). For example, message fingerprinting module 120
may fingerprint message 116, resulting in message finger-
print 121. Fingerprint comparing module 125 may compare
the message’s fingerprint to one or more stored message
fingerprints 141 generated from previously received mes-
sages. The comparison may determine that the fingerprint 121
matches one or more of the stored fingerprints (act 320).
Message classifying module 130 may access a previously
generated customized classification rule execution order 142
that corresponds to the matched fingerprint (i.e. the finger-
print of message 116) (act 330). The accessed customized
classification rule execution order may be applied to the mes-
sage to determine a classification for the message (act 340).

After processing the subsequently received message, the
customized classification rule execution order may be refined
based on the execution of the customized classification rule
execution order on the received message 116. If certain rules
were not used, they may bere-ordered (i.e. moved lower in the
list) in the rule execution order. Other rules that optimally
identified the message’s class may be retained and moved to
the top of the rule execution order.

In some cases, the customized classification rule execution
order is changed dynamically based on one or more portions
of aggregated data (e.g. statistical data or other types of data).
The generated customized classification rule execution order
136 may comprise the least number of classification rules
used to properly classify a message. Thus, rules may be
applied to a message until a classification has been deter-
mined. The least number of rules used to classify the message
(i.e. to reach the threshold certainty percentage) may be
stored as the new, customized rule order. The rules that best
identified the message’s class may be placed at the beginning
of the rule execution order. Moreover, in some cases, rules
that did not match (and thus did not aid in identifying the
message’s class) may be removed from the optimal rule
execution order. In FIG. 4B, for example, rule 405B was
removed. In other cases, the rules that did not match may be
or re-ordered within the rule execution order.

Accordingly, methods, systems and computer program
products are provided which generate a customized classifi-
cation rule execution order. Fingerprints are used to identify
messages, and then customized rule orders corresponding to
those fingerprints are used to process the messages. More-
over, methods, systems and computer program products are
provided which identify optimal ordering rules for previously
processed messages.

The present invention may be embodied in other specific
forms without departing from its spirit or essential character-
istics. The described embodiments are to be considered in all
respects only as illustrative and not restrictive. The scope of
the invention is, therefore, indicated by the appended claims
rather than by the foregoing description. All changes which
come within the meaning and range of equivalency of the
claims are to be embraced within their scope.

We claim:

1. At a computer system including at least one processor
and a memory, in a computer networking environment includ-
ing a plurality of computing systems, a computer-imple-
mented method for generating a customized classification
rule execution order, the method comprising:

identifying one or more specific characteristics of a mes-

sage received via a computer network;

10

15

20

25

30

35

40

45

50

55

60

10

fingerprinting the message based at least in part on the
identified one or more specific characteristics of the
message;
comparing the message’s fingerprint to one or more stored
message fingerprints generated from previously
received messages, the comparison determining that the
fingerprint does not match the stored fingerprints;

applying a plurality of classification rules to the message to
determine a classification for the message, the rules
applied sequentially according to a predetermined rule
execution order; and

generating a customized classification rule execution

order, based on the results of the sequential application
in the predetermined order of the plurality of classifica-
tion rules to the message, the customized classification
rule execution order defining a new sequential order of
the classification rules that optimally identifies the mes-
sage’s class by applying the fewest number of rules of
the customized classification rule execution order when
applied sequentially to the message.

2. The method of claim 1, further comprising associating
the generated customized classification rule execution order
with the fingerprint for the message.

3. The method of claim 2, further comprising:

an act of fingerprinting a subsequently received message;

an act of determining that fingerprint of the subsequently

received message matches the fingerprint generated for
the original message; and

an act of using the generated customized classification rule

execution order to process the subsequently received
message.

4. The method of claim 3, further comprising refining the
generated customized classification rule execution order
based on the execution of the subsequently received message.

5. The method of claim 1, wherein the customized classi-
fication rule execution order is changed dynamically based on
one or more portions of aggregated data.

6. The method of claim 1, wherein the classification rules
are placed at the beginning of the rule execution order.

7. The method of claim 6, wherein the generated custom-
ized classification rule execution order comprises the least
number of classification rules used to properly classify a
message.

8. The method of claim 1, further comprising refining the
customized classification rule execution order for fingerprints
that match messages on a sufficiently frequent basis.

9. The method of claim 8, wherein fingerprints that do not
sufficiently frequently match messages are removed.

10. The method of claim 1, wherein the classification rules
include positive score rules and negative score rules, and
wherein the customized classification rule execution order is
determined solely for the positive score rules.

11. The method of claim 1, wherein the classification rules
include positive score rules and negative score rules, and
wherein the customized classification rule execution order is
determined solely for the negative score rules.

12. The method of claim 1, further comprising:

an act of receiving a first subsequent message;

an act of saving the first subsequent message and a corre-

sponding determined customized classification rule
execution order for the first subsequent message;

an act of receiving a second subsequent message; and

an act of determining that the second subsequent message

matches both the originally received message and the
first subsequent message.

13. The method of claim 12, further comprising applying a
combination of the customized classification rule execution
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order of the original message and the customized classifica-
tion rule execution order of the first subsequent message.

14. The method of claim 12, further comprising applying at
least one of the customized classification rule execution order
of'the original message and the customized classification rule
execution order of the first subsequent message, according to
which is the most similar to the second subsequent message’s
customized classification rule execution order.

15. The method of claim 12, further comprising an act of
applying at least one of the customized classification rule
execution order of the original message and the customized
classification rule execution order of the first subsequent mes-
sage, according to which message is the most similar to the
second subsequent message.

16. A computer program product for implementing a
method for identifying optimal ordering rules for previously
processed data, the computer program product comprising
one or more computer-readable storage media having stored
thereon computer-executable instructions that, when
executed by one or more processors of the computing system,
cause the computing system to perform the method, the
method comprising:

identifying one or more specific characteristics of a mes-

sage received via a computer network;

fingerprinting the message based at least in part on the

identified one or more specific characteristics of the
message;
comparing the message’s fingerprint to one or more stored
message fingerprints generated from previously
received messages, wherein the comparison determines
that the fingerprint matches one or more of the stored
fingerprints;
accessing a previously generated customized classification
rule execution order corresponding to the matched fin-
gerprint, the customized classification rule execution
order having been determined by executing a plurality of
classification rules upon the previously received mes-
sages;
sequentially applying one or more of the plurality of clas-
sification rules according to the accessed customized
classification rule execution order to the message; and

determining a classification for the message based at least
in part on the sequential application of the one or more of
the plurality of classification rules.

17. The computer program product of claim 16, further
comprising refining the customized classification rule execu-
tion order based on the execution of the customized classifi-
cation rule execution order on the received message.

18. The computer program product of claim 16, further
comprising an act of storing a new rule execution order based
on the message classification.
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19. The computer program product of claim 16, further
comprising:
an act of receiving a subsequent message;
an act of determining that the original message is included
in the subsequent message; and
an act of applying the customized classification rule execu-
tion order of the original message.
20. A computer system comprising the following:
one or More processors;
system memory,
one or more computer-readable storage media having
stored thereon computer-executable instructions that,
when executed by the one or more processors, causes the
computing system to perform a method for generating a
customized classification rule execution order, the
method comprising the following:
identifying one or more specific characteristics of ames-
sage received via a computer network;
fingerprinting the message based at least in part on the
identified one or more specific characteristics of the
message;
comparing the message’s fingerprint to one or more
stored message fingerprints generated from previ-
ously received messages, wherein the comparison
determines that the fingerprint does not match the
stored fingerprints;
applying a plurality of classification rules to the message
to determine a classification for the message, the rules
applied sequentially according to a predetermined
rule execution order;
generating a customized classification rule execution
order based on the results of the sequential application
in the predetermined order of the plurality of classi-
fication rules to the message, the customized classifi-
cation rule execution order defining a new sequential
order of the classification rules that optimally identi-
fies the message’s class by applying the fewest num-
ber of rules of the customized classification rule
execution order when applied sequentially to the mes-
sage;
associating the generated customized classification
order with the fingerprint for the message;
fingerprinting a subsequently received message;
determining that fingerprint of the subsequently
received message matches the fingerprint generated
for the original message; and
using the generated customized classification rule
execution order to process the subsequently received
message.



